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Abstrat

In this paper we present a ase-study in whih the tool Uppaal is extended and

applied to verify an Audio-Control Protool developed by Philips. The size of the

protool studied in this paper is signi�antly larger than ase studies, inluding

various abstrat versions of the same protool without bus-ollision handling, re-

ported previously in the ommunity of real-time veri�ation. We have heked that

the protool will funtion orretly if the timing error of its omponents is bound

to �5%, and inorretly if the error is �6%. In addition, using Uppaal's ability

of generating diagnosti traes, we have studied an erroneous version of the proto-

ol atually implemented by Philips, and onstruted a possible exeution sequene

explaining the error.

During the ase-study, Uppaal was extended with the notion of ommitted loa-

tions. It allows for aurate modelling of atomi behaviours, and more importantly, it

is utilised to guide the state-spae exploration of the model heker to avoid explor-

ing unneessary interleavings of independent transitions. Our experimental results

demonstrate onsiderable time and spae-savings of the modi�ed model heking

algorithm. In fat, due to the huge time and memory-requirement, it was impossi-

ble to hek a simple reahability property of the protool before the introdution

of ommitted loations, and now it takes only seonds.

Key words: Protool Veri�ation, Requirements/Spei�ations, Design Tools and
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Preprint submitted to Journal of Logi and Algebrai Programming 3 May 2002



1 Introdution

In the past deade a number of tools for automati veri�ation of hybrid and

real-time systems have emerged, e.g. HyTeh [HHWT97℄, Kronos [Yov97℄,

PMC [ST01℄, RT-Cospan [AK95℄ and Uppaal [LPY97a℄. These tools have by

now reahed a state, where they are mature enough for industrial appliations.

In this paper, we substantiate the laim by reporting on an industry-size ase

study where the tool Uppaal is applied.

We analyse an audio ontrol protool developed by Philips for the physial

layer of an interfae bus onneting the various devies e.g. CD-players, am-

pli�er et. in audio equipments. It uses Manhester enoding to transmit bit

sequenes of arbitrary length between the omponents, whose timing errors

are bound. A simpli�ed version of the protool is studied by Bossher et.al.

[BPV94℄. It is showed that the protool is inorret if the timing error of the

omponents is �

1

17

or greater. The proof is arried out without tool support.

The �rst automati analysis of the protool is reported in [HWT95℄ where

HyTeh is applied to hek an abstrat version of the protool and auto-

matially synthesise the upper bound on the timing error. Similar versions of

the protool have been analysed by other tools, e.g. Uppaal [LPY97a℄ and

Kronos [Yov97℄. However, all the proofs are based on a simpli�ation on the

protool, introdued by Bossher et.al. in 1994, that only one sender is trans-

mitting on the bus so that no bus ollisions an our. In many appliations

the bus will have more than one sender, and the full version of the protool

by Philips therefore handles bus ollisions. The protool with bus ollision

handling was manually veri�ed in [Gri94℄ without tool support. Sine 1994,

it has been a hallenge for the veri�ation tool developers to automate the

analysis on the full version of the protool.

The �rst automated proof of the protool with bus ollision handling was

presented in 1996 in the onferene version of this paper [BGK

+

96℄. It was the

largest ase study, reported in the literature on veri�ation of timed systems,

whih has been onsidered as a primary example in the area (see [CW96,

LSW97℄). The size of the protool studied is signi�antly larger than various

simpli�ed versions of the same protool studied previously in the ommunity,

e.g. the disrete part of the state spae (the node-spae) is 10

3

times larger

than in the ase without bus ollision handling and the number of loks,

variables and hannels in the model is also inreased onsiderably.

The major problem in applying automati veri�ation tools to industrial-size

systems is the huge time and memory-usage needed to explore the state-spae

of a network (or produt) of timed automata, sine the veri�ation tools must

keep information not only on the ontrol struture of the automata but also on

the lok values spei�ed by lok onstraints. It is known as the state{spae
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explosion problem. We experiened the problem right on the �rst attempt in

heking a simple reahability property of the protool using Uppaal, whih

did not terminate in hours though it was installed on a super omputer with

giga bytes of main memory. We observed that in addition to the size and om-

plexity of the problem itself, one of the main auses to the explosion was the

inaurate modelling of atomi behaviours and ineÆient searh of the unne-

essary interleavings of atomi behaviours by the tool. As a simple solution,

during the ase-study, Uppaal was extended with the notion of ommitted

loations. It allows for aurate modelling of atomi behaviours, and more

importantly, it is utilised in the state-spae exploration of the model heker

to avoid exploring unneessary interleavings of independent transitions. Our

experimental results demonstrate that the modi�ed model-heking algorithm

onsume less time and spae than the original algorithm. In fat, due to the

huge time and memory-requirement, it was impossible to hek ertain prop-

erties of the protool before the introdution of ommitted loations, and now

it takes only seonds.

The automated analysis was originally arried out using an Uppaal version

extended with the notion of ommitted loation installed on a super omputer,

a SGI ONYX mahine [BGK

+

96℄. To make a omparison, in this paper we

present an appliation of the urrent version (version 3.2) of Uppaal, also

supporting ommitted loation, installed on an ordinary Pentium II 375 MHz

PC mahine, to the protool. We have heked that the protool will funtion

orretly if the timing error of its omponents is bound to �5%, and inor-

retly if the error is �6%. In addition, using Uppaal's ability of generating

diagnosti traes, we have studied an erroneous version of the protool atually

implemented by Philips in their audio produts, and onstruted a possible

exeution sequene explaining a known error.

The paper is organised as follows: In the next two setions we present the

Uppaal model with ommitted loation and desribe its implementation in

the tool. In setion 4 and 5 the Philips Audio-Control Protool with Bus

Collision is informally and formally desribed. The analysis of the protool is

presented in setion 6 where we also ompare the performane of the urrent

Uppaal version with the one used in [BGK

+

96℄. Setion 7 onludes the

paper. Finally, formal desriptions of the protool omponents are enlosed in

the appendix.

2 Committed Loations

The basis of the Uppaal model for real-time systems is networks of timed au-

tomata extended with data variables [AD90, HNSY94, YPD94℄. However, to

meet requirements arising from various ase-studies, the Uppaal model has

3



m1!m1!m1!m1!m1!m1!m1!m1!m1!m1!m1!m1!m1!m1!m1!m1!m1!

m2!m2!m2!m2!m2!m2!m2!m2!m2!m2!m2!m2!m2!m2!m2!m2!m2!

m1?m1?m1?m1?m1?m1?m1?m1?m1?m1?m1?m1?m1?m1?m1?m1?m1? m2?m2?m2?m2?m2?m2?m2?m2?m2?m2?m2?m2?m2?m2?m2?m2?m2?

S1S1S1S1S1S1S1S1S1S1S1S1S1S1S1S1S1 R11R11R11R11R11R11R11R11R11R11R11R11R11R11R11R11R11 R21R21R21R21R21R21R21R21R21R21R21R21R21R21R21R21R21

c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2

S3S3S3S3S3S3S3S3S3S3S3S3S3S3S3S3S3 R12R12R12R12R12R12R12R12R12R12R12R12R12R12R12R12R12 R22R22R22R22R22R22R22R22R22R22R22R22R22R22R22R22R22

R2R2R2R2R2R2R2R2R2R2R2R2R2R2R2R2R2R1R1R1R1R1R1R1R1R1R1R1R1R1R1R1R1R1SSSSSSSSSSSSSSSSS

Fig. 1. Broadasting Communiation and Committed Loations.

been extended with various new features suh as urgent transitions [BLL

+

95℄

et. The present ase-study indiates that we need to further extend the

Uppaal model with ommitted loations to model atomi behaviours suh

as multiway synhronisations and atomi broadasting in real-time systems.

Our experienes withUppaal show that the notion of ommitted loations in-

trodued in Uppaal is not only useful in modelling but also yields signi�ant

improvements in performane.

We assume that a real-time system onsists of a �xed number of sequential

proesses ommuniating with eah other via hannels. We further assume that

eah ommuniation synhronises two proesses as in CCS [Mil89℄. Broadast-

ing ommuniation an be implemented in suh systems by repeatedly sending

the same message to all the reeivers. To ensure atomiity of suh \broadast"

sequenes we mark the intermediate loations of the sender, whih are to be

exeuted immediately, as so-alled ommitted loations.

2.1 An Example

To introdue the notion of ommitted loations in timed automata, onsider

the senario shown in Figure 1. A sender S is to broadast a message m to two

reeivers R

1

and R

2

. As this requires synhronisation between three proesses

this an not diretly be expressed in theUppaalmodel, where synhronisation

is between two proesses with omplementary ations. As an initial attempt we

may model the broadast as a sequene of two two-proess synhronisations,

where �rst S synhronises with R

1

on m

1

and then with R

2

on m

2

. However,

this is not an aurate model as the intended atomiity of the broadast is not

preserved (i.e. other proesses may interfere during the broadast sequene).

To ensure atomiity, we mark the intermediate loation S

2

of the sender S as

a ommitted loation (indiated by the :-pre�x). The atomiity of the ation

sequene m

1

!m

2

! is now ahieved by insisting that a ommitted sequene must
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be left immediately! This behaviour is similar to what has been alled \urgent

transitions" [HHWT95, DY95, BLL

+

95℄, whih insists that the next transition

taken must be an ation (and not a delay), but the essential di�erene is that

no other ations should be performed in between suh an atomi sequene. The

preise semantis of ommitted loations will be formalised in the transition

rules for networks of timed automata with data variables in Setion 2.3.

2.2 Syntax

We assume a �nite set of lok variables C ranged over by x; y; z and a �nite

set of data variables D ranged over by i; j. We use B(C) to stand for the set

of lok onstraints that are the onjuntive formulas of simple onstraints in

the form of x � n or x� y � n, where � 2 f<;�;=;�; >g and n is a natural

number. Similarly, we use B(D) to stand for the set of non-lok onstraints

that are onjuntive formulas of i � j or i � k, where � 2 f<;�;=; 6=;�; >g

and k is an integer number. We use B(C;D) ranged over by g to denote the

set of formulas that are onjuntions of lok onstraints and a non-lok

onstraints. The elements of B(C;D) are alled onstraints or guards.

To manipulate lok and data variables, we use reset-sets whih are �nite sets

of reset-operations. A reset-operation on a lok variable should be in the form

x :=n where n is a natural number and a reset-operation on an data variable

should be in the form: i :=k � j + k

0

where k; k

0

are integers. A reset-set is a

proper reset-set when the variables are assigned a value at most one, we use

R to denote the set of all proper reset-sets.

We assume that proesses synhronise with eah other via omplementary a-

tions. LetA be a set of ation names with a subset U of urgent ations on whih

proesses should synhronise whenever possible. We use At = f �? j � 2

A g[f �! j � 2 A g[f � g to denote the set of ations that proesses an per-

form to synhronise with eah other, where � is a distint symbol representing

internal ations. We use name(a) to denote the ation name of a, de�ned by

name(�?) = name(�!) = �.

An automaton A over ations At, lok variables C and data variables D is a

tuple hN; l

0

;�!; I; N

C

i where N is a �nite set of loations (ontrol-loations)

with a subset N

C

� N being the set of ommitted loations, l

0

is the initial

loation, �! � N �B(C;D)�At�R�N orresponds to the set of edges,

and I : N 7! B(C) is the invariant assignment funtion. To model urgeny,

we require that the guard of an edge with an urgent ation is a non-lok

onstraint, i.e. if name(a)2 U and hl; g; a; r; l

0

i 2 �! then g 2 B(D).

In the ase, hl; g; a; r; l

0

i 2 �! we shall write l

g a r

�! l

0

whih represents a

transition from the loation l to the loation l

0

with guard g, ation a to
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be performed, and a sequene of reset-operations r to update the variables.

Furthermore, we shall write C(l) whenever l 2 N

C

.

To model networks of proesses, we introdue a CCS-like parallel omposition

operator for automata. Assume that A

1

; :::; A

n

are automata. We use A to

denote their parallel omposition. The intuitive meaning of A is similar to the

CCS parallel omposition of A

1

; :::; A

n

with all ations being restrited, that

is, A = (A

1

j:::jA

n

)nAt. Thus only synhronisation between the omponents

A

i

is possible. We all A a network of automata. We simply view A as a vetor

and use A

i

to denote its ith omponent.

2.3 Semantis

Informally, a proess modelled by an automaton starts at loation l

0

with all its

variables initialised to 0. The values of the loks may inrease synhronously

with time at loation l as long as the invariant ondition I(l) is satis�ed.

At any time, the proess an hange loation by following an edge l

g a r

�! l

0

provided the urrent values of the variables satisfy the enabling ondition g.

With this transition, the variables are updated by r.

To formalise the semantis we shall use variable assignments. A variable as-

signment is a mapping whih maps lok variables C to the non-negative reals

and data variables D to integers. For a variable assignment u and a delay d,

u�d denotes the variable assignment suh that (u�d)(x) = u(x) + d for a

lok variable x and (u�d)(i) = u(i) for any data variable i. This de�nition

of � reets that all loks proeed at the same speed and that data variables

are time-insensitive.

For a reset-set r (a proper set of reset-operations), we use r[u℄ to denote the

variable assignment u

0

with u

0

(w) = Value(e)

u

whenever (w := e) 2 r and

u

0

(w

0

) = u(w

0

) otherwise, where Value(e)

u

denotes the value of e in u. Given

a onstraint g 2 B(C;D) and a variable assignment u, g(u) is a boolean value

desribing whether g is satis�ed by u or not.

A ontrol vetor l of a network A is a vetor of loations where l

i

is a loation

of A

i

. We write l[l

0

i

=l

i

℄ to denote the vetor where the ith element l

i

of l is

replaed by l

0

i

. Furthermore, we shall write C(l) whenever C(l

i

) for some i.

A state of a network A is a on�guration (l; u) where l is a ontrol vetor of A

and u is a variable assignment. The initial state of A is (l

0

; u

0

) where l

0

is the

initial ontrol vetor whose elements are the initial loations l

0

i

of A

i

's and u

0

is the initial variable assignment that maps all variables to 0.

The semantis of a network of automata A is given in terms of a transition
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system with the set of states being the on�gurations. The transition relation

is de�ned by the following three rules, whih are standard exept that eah rule

has been augmented with onditions handling ontrol-vetors with ommitted

loations:

� (l; u) ; (l[l

0

i

=l

i

℄; r

i

[u℄) if l

i

g

i

� r

i

�! l

0

i

and g

i

(u) for some l

i

, g

i

, r

i

, and for all k

if C(l

k

) then C(l

i

).

� (l; u) ; (l[l

0

i

=l

i

; l

0

j

=l

j

℄; (r

j

[ r

i

)[u℄) if l

i

g

i

�! r

i

�! l

0

i

, l

j

g

j

�? r

j

�! l

0

j

, g

i

(u), g

j

(u), and

i 6= j, for some l

i

; l

j

, g

i

, g

j

, �, r

i

, r

j

, and for all k if C(l

k

) then C(l

i

) or

C(l

j

).

� (l; u) ; (l; u� d) if I(l)(u), I(l)(u� d), :C(l) and no l

i

g

i

�?r

i

�! , l

j

g

j

�!r

j

�! suh

that g

i

(u), g

j

(u), � 2 U , i 6= j, l

i

; l

j

, r

i

and r

j

.

where I(l) =

V

i

I(l

i

).

Intuitively, the �rst rule desribes a loal internal ation transition in a om-

ponent, and possibly the resetting of variables. An internal transition an

our if the urrent variable assignment satis�es the transition guard and if

the ontrol-loation of any omponent is ommitted, only omponents in om-

mitted loations may take loal transitions. Thus, only internal transitions of

omponents in ommitted loation may interrupt other omponents operating

in ommitted loations.

The seond rule desribes synhronisation transitions that synhronise two

omponents. If the ontrol-loation of any of the omponents is ommitted

it is required that at least one of the synhronising omponents starts in a

ommitted loation. This requirement prevents transitions starting in non-

ommitted loations from interfering with atomi (i.e. ommitted) transition

sequenes. However, two independent ommitted sequenes may interfere with

eah other.

The third rule desribes delay transitions, i.e. when all loks inrease syn-

hronously with time. Delay transitions are permitted only while the loation

invariants of all omponents are satis�ed. Delays are not permitted if the

ontrol-loation of a omponent in the network is ommitted, or if an urgent

transition (i.e. a synhronisation transition with urgent ation) is possible.

Note that the guards on urgent transitions are non-lok onstraints whose

truth-values are not a�eted by delays.

Finally, we note that the three rules give a semantis where transition se-

quenes marked as ommitted are instantaneous in the sense that they hap-

pen without duration, and without interferene from omponents operating in

non-ommitted loations.
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3 Committed Loations in Uppaal

In this setion we present a modi�ed version of the model-heking algorithm

of Uppaal for networks of automata with ommitted loations.

3.1 The Model-Cheking Algorithm

The model-heking algorithm performs reahability analysis to hek for in-

variane properties 82�, and reahability properties 93�, with respet to a

loal property � of the ontrol loations and the values of the lok and data

variables

1

. It ombines symboli tehniques with on-the-y generation of the

state-spae in order to avoid expliit onstrution of the produt automaton

and the immediately aused memory problems. The algorithm is based on a

partitioning of the (otherwise in�nite) state-spae into �nitely many symboli

states of the form (l; D), where D is a onstraint system (i.e. a onjuntion

of lok onstraints and non-lok onstraints). It heks if a any part of a

symboli state (l

f

; D

f

) (i.e. a state (l

f

; u

f

) with u

f

� D

f

) is reahable from

the initial symboli state (l

0

; D

0

), where D

0

expresses that all lok and data

variables are initialised to 0 [YPD94℄. Throughout the rest of this paper we

shall simply all (l; D) a state instead of symboli state.

The algorithm essentially performs a forwards searh of the state-spae. The

searh is guided and pruned by two bu�ers: Waiting, holding states waiting

to be explored and Passed holding states already explored. Initially, Passed

is empty and Waiting holds the single state (l

0

; D

0

). The algorithm then

repeats the following steps:

S1. Pik a state (l; D) from the Waiting bu�er.

S2. If l = l

f

and D ^D

f

6= ; return the answer yes.

S3.a. If l = l

0

and D � D

0

, for some (l

0

; D

0

) in the Passed bu�er, drop (l; D)

and go to step S1.

b. Otherwise, save (l; D) in the Passed bu�er.

S4. Find all suessor states (l

s

; D

s

) reahable from (l; D) in one step and

store them in the Waiting bu�er.

S5. If the Waiting bu�er is not empty then go to step S1, otherwise return

the answer no.

We will not treat the algorithm in detail here, but refer the reader to [YPD94,

BL96℄.

1

From version 3.2 released in 2001, the model-heking algorithm in Uppaal also

supports liveness properties of the kind 83� and 92�.
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Note that in step S3.b all explored states are stored in the Passed bu�er to

ensure termination of the algorithm. In many ases, it will store the whole

state-spae of the analysed system whih grows exponentially both in the

number loks and omponents [YPD94℄. The algorithm is therefore bound to

run into spae problems for large systems. The key question is how to redue

the growth of the Passed bu�er.

When ommitted loations are used to model atomi behaviours there are two

potential possibilities to redue the size of the Passed bu�er. First, as atomi

sequenes in general restrit the amount of interleaving that is allowed in a

system [Hol91℄, the state-spae of the system is redued, and onsequently also

the number of states stored in the Passed bu�er. Seondly, as a sequene of

ommitted loations semantially is instantaneous and non-interleaved with

other omponents, it suÆes to save only the (non-ommitted) ontrol-loation

at the beginning of the sequene in the Passed bu�er to ensure termination.

Hene, our proposed solution is simply not to save states in the Passed bu�er

whih involve ommitted loations. We modify step S3 of the algorithm in the

following way:

S3

0

.a. If C(l) go diretly to step S4.

b. If l = l

0

and D � D

0

, for some (l

0

; D

0

) in the Passed bu�er, drop (l; D)

and go to step S1.

. If neither of the above steps are appliable, save (l; D) in the Passed

bu�er.

So, for a given state (l; D), if l is ommitted the algorithm proeeds diretly

from step S3

0

.a to step S4, thereby omitting the time-onsuming step S3

0

.b

and the spae-onsuming step S3

0

.. Clearly, this will redue the growth of the

Passed bu�er and the total amount of time spent on step S3

0

. In the following

step S4 more redutions are made as interleavings are not allowed when l is

ommitted. In fat, the next transition must be an ation transition and it

must involve a l

i

whih is ommitted in l (aording to the transition rules

in the previous setion). This redues the time spent on generating suessor

states of (l; D) in S4 as well as the total number of states in the system.

Finally, we note that reduing the Passed bu�er size also yields potential

time-savings in step S3

0

.b when l is not ommitted as it involves a searh

through the Passed bu�er.

It should be notied that the algorithm presented in this setion is not guaran-

teed to terminate if the notion of ommitted loations is used in an unintended

way

2

. For the modi�ed algorithm to terminate, it is assumed in the that om-

mitted loations are used to model atomi behaviours. In partiular this means

2

In the urrent implemention of Uppaal, the algorithm uses a tehnique presented

in [LLPY97℄ to identyify and store at least one so-alled overing state in eah

dynami loop to guarantee termination for all input models.

9



Dj2Dj2Dj2Dj2Dj2Dj2Dj2Dj2Dj2Dj2Dj2Dj2Dj2Dj2Dj2Dj2Dj2

k==nk==nk==nk==nk==nk==nk==nk==nk==nk==nk==nk==nk==nk==nk==nk==nk==n
a!a!a!a!a!a!a!a!a!a!a!a!a!a!a!a!a!

a!a!a!a!a!a!a!a!a!a!a!a!a!a!a!a!a!
k:=k+1k:=k+1k:=k+1k:=k+1k:=k+1k:=k+1k:=k+1k:=k+1k:=k+1k:=k+1k:=k+1k:=k+1k:=k+1k:=k+1k:=k+1k:=k+1k:=k+1

k:=1k:=1k:=1k:=1k:=1k:=1k:=1k:=1k:=1k:=1k:=1k:=1k:=1k:=1k:=1k:=1k:=1

S3S3S3S3S3S3S3S3S3S3S3S3S3S3S3S3S3

c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2c:S2

S1S1S1S1S1S1S1S1S1S1S1S1S1S1S1S1S1

SSSSSSSSSSSSSSSSS

Dj1Dj1Dj1Dj1Dj1Dj1Dj1Dj1Dj1Dj1Dj1Dj1Dj1Dj1Dj1Dj1Dj1

DjDjDjDjDjDjDjDjDjDjDjDjDjDjDjDjDj

i==ki==ki==ki==ki==ki==ki==ki==ki==ki==ki==ki==ki==ki==ki==ki==ki==k
a?a?a?a?a?a?a?a?a?a?a?a?a?a?a?a?a?

Ri1Ri1Ri1Ri1Ri1Ri1Ri1Ri1Ri1Ri1Ri1Ri1Ri1Ri1Ri1Ri1Ri1

Ri2Ri2Ri2Ri2Ri2Ri2Ri2Ri2Ri2Ri2Ri2Ri2Ri2Ri2Ri2Ri2Ri2

RiRiRiRiRiRiRiRiRiRiRiRiRiRiRiRiRi

Fig. 2. Broadasting Using Committed Loations.

that any sequene of ommitted ontrol-loations must be of �nite length.

3.2 Spae and Time Performane Improvements

To investigate the pratial bene�ts from the usage of ommitted loations and

its implementation in Uppaal we perform an experiment with a parameteri-

zable senario, where a sender S wants to broadast a message to n reeivers

R

1

; : : : ;R

n

. The sender S simply performs n a!-transitions and then terminates,

whereas the reeivers are all willing to perform a single a?-transition hereby

synhronizing with the sender. The data variable k ensures that the ith re-

eiver partiipates in the ith handshake. Additionally, there are m auxiliary

automata D

1

; : : : ;D

m

simply osillating between two states. Consider Figure 2,

where the ontrol node S

2

is ommitted (indiated by the :-pre�x).

We may now use Uppaal to verify that the sender sueeds in broadasting

the message, i.e. it fores all the reeivers to terminate. More preisely we

verify that SYS

n;m

= ( S

n

j R

1

j : : : j R

n

j D

1

j : : : j D

m

) satis�es the formula

93(at(S,S

3

) ^

n

i=1

at(R

i

,R

i2

)), where we assume that the proposition at(A,l) is

impliitly assigned to eah loation l of the automaton A, meaning that the

omponent A is operating in loation l. We perform two veri�ations, one with

S

2

delared as ommitted, and one with S

2

beeing non-ommitted but with a

loation invariant x � 0, where x is a lok whih is reset on the transition from

S1 to S2, preventing the automaton from delaying in loation S

2

. The result is

shown in Figure 3. In both test sequenes the number of disturbing automata

was �xed to eight. Time is measured in seonds and spae is measured in

pages (4KB). The general observation is that use of ommitted loations in

broadasting saves time as well as spae. The most important observation is

that in the ommitted senario the spae onsumption behaves as a onstant

funtion in the number of reeivers.
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Fig. 3. Time and Spae Consumption.

4 The Audio Control Protool with Bus Collision

In this setion an informal introdution to the audio protool with bus ollision

is given. The audio ontrol protool is a bus protool, all messages are reeived

by all omponents on the bus. If a omponent reeives a message not addressed

to it, the message is just ignored. Philips allows up to 10 omponents.

Messages are transmitted using Manhester enoding. Time is divided into

bit-slots of equal length, a bit \1" is transmitted by an up-going edge halfway

a bit-slot, a bit \0" by a down-going edge halfway a bit-slot. If the same bit is

transmitted twie in a row the voltage must of ourse hange at the end of the

�rst bit-slot. Note that only a single wire is used to onnet the omponents,

no extra lok wire is needed. This is one of the properties that makes it a

useful protool.

The protool has to ope with some problems: (a) The sender and the reeiver

must agree on the beginning of the �rst bit-slot, (b) the length of the message

is not known in advane by the reeiver, () the down-going edges are not

deteted by the reeiver. To resolve these problems the following is required:

Messages must start with a bit \1" and messages must end with a down-going

edge. This ensures that the voltage on the wire is low between messages.

Furthermore the senders must respet a so-alled \radio silene" between the

end of a message and the beginning of the next one. The radio silene marks

the end of a message and the reeiver knows that the next up-going edge is the

�rst edge of a new message. It is almost possible, and atually mandated in

the Philips doumentation, to deode a Manhester enoded message by only

looking to the up-going edges (problem ) only the last zero bit of a message

an not be deteted (onsider messages \10" and \1"). To resolve this, it is

required that all messages are of odd length.
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Fig. 4. An Example.

It is possible that two or more omponents start transmitting at the same

time. The behavior of the eletri iruit is suh that the voltage on the wire

will be high as long as one of the senders pulls it high. In other words: The wire

implements the or-funtion. This makes it possible for a sender to notie that

someone else is also transmitting. If the wire is high while it is transmitting

a low, a sender an detet a bus ollision. This ollision detetion happens at

ertain points in time: Just before eah up-going transition, and at one and

three quarters of a bit-slot after a down going edge (if it is still transmitting a

low). When a sender detets a ollision it will stop transmitting and will try

to retransmit its message later.

If two messages are transmitted at the same time and one is a pre�x of the

other, the reeiver will not notie the pre�x message. To ensure ollision dete-

tion it is not allowed that a message is a pre�x of another message in transit.

In the Philips environment this restrition is met by embedding the soure

address in eah message (and assigning eah omponent a unique soure ad-

dress).

In Figure 4 an example is depited. Assume two senders, named A and B,

that start transmitting at exatly the same time. Beause two lines on top

of eah other are hard to distinguish from one line, in the piture they are

shifted slightly. The sender A (depited with thik lines) starts transmitting

\11..." and sender B (depited with thin lines) \101...". At the end of the

�rst bit-slot sender A hanges from high to low voltage, to prepare for the

next up-going edge. But one quarter after this down it detets a ollision and

stops transmitting. Sender B did not notie the other sender and ontinues

transmitting. Note that the reeiver will deode the message of the sender B

orretly.

The protool has to ope with one more thing: timing unertainty. Beause

the protool is implemented on a proessor that also has to exeute a number

of other time ritial tasks, a quite large timing unertainty is allowed. A

bit-slot is 888 miroseonds, so the ideal time between two edges is 888 or

444 miroseonds. On the generation of edges a timing unertainty of �5% is

allowed. That is, between 844 and 932 for one bit-slot and between 422 and

466 for half a bit-slot. The ollision detetion just before an up-going edge

and the atual generation of the same up-going edge should be separated by

at most 20 miroseonds (aording to the protool spei�ation). The timing

unertainty on the ollision detetion appearing at the �rst and third quarters

12
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Fig. 5. Philips Audio-Control Protool with Bus Collision.

after a down-going edge is �22 miroseonds. Also the reeiver has a timing

unertainty of�5%. To omplete the timing information, the distane between

the end of one message and the beginning of the next must be at least 8000

miroseonds (8 milliseonds).

5 A Formal Model of the Protool

To analyse the behavior of the protool we model the system as a network of

seven timed automata. The network onsists of two parts: a ore part and a

testing environment. The ore part models the omponents of the protool to

be implemented: two senders, a wire and a reeiver. The testing environment,

onsisting of two message generators (one for eah sender) and an output

heker, is used to model assumptions about the environment of the protool

and for testing the behavior of the ore part. Figure 5 shows a ow-graph of the

network where nodes represent timed automata and edges represent synhro-

nisation hannels or shared variables, the latter enlosed within parentheses.

The general idea of the model is as follows. The two automata MessageA

and MessageB are designed to non-deterministially generate possible valid

messages for the both senders (as desribed in setion 4), in additionMessageA

informs the Chek-automaton on the bits it generated for SenderA. The senders

transmit the messages via the wire to the reeiver. We have hosen to model

the wire as an automaton to separate its behaviour from the two senders and

the reeiver. The reeiver ommuniates the bits it deoded to the heker.

Thus the Chek automaton is able to ompare the bits generated by MessageA

and the bits reeived by Reeiver. If this mathes the protool is orret.

The senders A and B are, modulo renaming (all A's in identi�ers to B's),

exatly the same. Beause of the symmetry, it is enough to hek that the

messages transmitted by sender A are reeived orretly. If a senario exits in
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whih a message of sender B is reeived inorretly, the same senario (modulo

renaming) exists for sender A. We will proeed with a short desription of

eah automaton. The de�nition of these uses a number of onstants that are

delared in Table 1 in Appendix 8.

The Senders

SenderA is depited in Figure 10. It takes input ations Ahead0?, Ahead1?

and Aempty?. The output ations UP! and DOWN! will be the Manhester

enoding of the message. The lok Ax is used to measure the time between

UP! and DOWN! ations. The idea behind the model (taken from [DY95℄)

is that the sender hanges loation eah half of a bit-slot. The loations HS

(wire is High in Seond half of the bit-slot) and HF (High in First half of the

bit-slot) refer to this idea. Extra loations are needed beause of the ollision

detetion.

The lok Ad is used to measure the time elapsed between the detetion just

before UP! ation and the orresponding UP! ation. The system is in the

loations ar Q�rst and ar Qlast when the next thing to do is the ollision test

at one or three quarters of a bit-slot. When Volt is greater than zero, at that

moment, the sender detets a ollision, stops transmitting and returns to the

idle loation. The lok w is used to ensure the radio silene between messages.

This variable is heked on the transition from idle to ar �rst up.

The Wire

This small automaton keeps trak of the voltage on the wire and generates

VUP! ations when appropriate, that is when a UP? ation is reeived when

the voltage is low. The automaton is shown in Figure 9.

The Reeiver

Reeiver, shown in Figure 8, deodes the bit sequene using the up-going (mod-

eled as VUP?) hanges of the wire. Deoded bits are signaled to the environ-

ment using output ations Add0!, Add1! and OUT! (where OUT! is used for

signaling the end of a deoded message). The deoding algorithm of the re-

eiver is a diret translation of the algorithm in the Philips doumentation of

the protool. In the automaton eah VUP? transition is followed by a tran-

sition modeling the deoding. This deoding happens at one, therefore the

intermediate loations are modeled as ommitted loations. The automaton

has two important loations, L1 and L0. When the last reeived bit is a bit \1"

the reeiver is in loation L1, after reeiving a bit \0" it will be in loation L0.

The error loation is entered when a VUP? is reeived muh too early. In the
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omplete model the error loation is not reahable, see Setion 6. The reeiver

keeps trak of the parity of the reeived message using the integer variable

odd. When the last reeived bit is a bit \1" and the message is even, a bit \0"

is added to make the omplete message of odd length.

The Message Generators

The message generators MessageA and MessageB, shown in Figure 11, gen-

erate valid messages (i.e. any message for whih the protool should behave

orretly aording to the spei�ation) for sender A and B. In addition, the

messages generated for sender A are ommuniated to the heker. The start

of a message is signaled to the heker by AIN!, bits by expet0! and expet1!.

When a ollision is deteted by sender A this is ommuniated to MessageA

via Aoll?. The message generator will ommuniate this on his turn to the

hek automaton via CAoll!.

Generating messages of odd length is quite simple. The only problem is that

it is not allowed that a message for one sender is a pre�x of the message for

the other sender. To be more preise: If only one sender is transmitting there

is no pre�x restrition. Only when the two senders start transmitting at the

same time, it is not allowed that one sender transmits a pre�x of the message

transmitted by the other. As mentioned before the reason for this restrition

is that the pre�x message is not reeived by the reeiver and it is possible

that the senders do not notie the ollision. In other words: the pre�x message

an be lost. To ensure that the two generated bit-streams di�er on at least

on position, the generator always ompare the last generated bit-values stored

in the variables lb and Blb on the edge from loations sending0 or sending1

to loation sending. If the bits di�er, the variable ok is set to 1, whih is a

requirement for the message generation to end normally (on the transition

from sending to idle in the two automata).

The Cheker

This automaton is shown in Figure 7. It keeps trak of the bits \in transit",

i.e. the bits that are generated by the message generators but not yet deoded

by the reeiver. These bits are enoded using the two variables l, whih stores

the length of the bit-stream, and r that stores the atual bit-stream in transit.

Whenever a bit is deoded or the end of the message is deteted not onform

the generated message the heker enters loation error. Furthermore, when

sender A detets a ollision the heker returns to its initial loation.
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6 Veri�ation in Uppaal

In this setion we present the results of analysing the Philips audio-ontrol

protool formally desribed in the previous setion. We will use A:l to denote

the (impliit) proposition at(A; l) introdued in Setion 3.2. Also, note that

invariane properties in Uppaal are on the form 82�, where � is a loal

property.

Corretness Criteria

The main orretness riterion of the protool is to ensure that the bit sequene

reeived by the Reeiver mathes the bit sequene sent by SenderA. Moreover,

the entire bit sequene should be reeived by Reeiver (and ommuniated

to Chek). From the desription of the Chek-automaton (see the previous

setion) it follows that this behaviour is ensured if Chek is always operating

in loation start or normal:

82 (Chek:start _ Chek:normal) (1)

When the Reeiver-automaton observes hanges of the wire too early it hanges

ontrol to loation error. If the rest of the omponents behave normally this

should not happen. Therefore, the Reeiver-automaton is required to never

reah the loation error:

82(:Reeiver:error) (2)

Inorretness

Unfortunately the protool desribed in this paper is not the protool that

Philips has implemented. The original sender heked less often for a bus

ollision. The \just before the up going edge" ollision detetion was only

performed before the �rst up. In the Uppaal model this orresponds to delet-

ing outgoing transitions of ar Qlast ok and using the outgoing transitions of

ar up ok instead. This inorret version is shown in Figure 12. In general the

problem is that if both senders are transmitting and one is slow and the

other fast, the distane an umulate to a high value that an onfuse the

reeiver. Uppaal generated a ounter-example trae to Property 1. The trae

is depited in Figure 6. The senario is as follows: Sender A (depited with

thik lines) tries to transmit \111..." and sender B (depited with thin lines)

\1100...". The sender A is fast and the other slow. This auses the distane

between the seond UP's to be very big (77 miroseonds). In the third bit-slot

the sender A detets the ollision. The result of all this is that the time elapsed
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Fig. 6. Error exeution of the inorret protool.

between the VUP ations is 6.65Q instead of the ideal 6Q. Beause of the tim-

ing unertainty in the reeiver this an be interpreted as 7Q (7 � 0:95 = 6:65),

and 7Q is just enough to deode \01" instead of the transmitted \0". Thus, it

is possible that the sent and reeived message di�er with this version of the

protool.

In the orret version this senario is impossible, beause if ollision detetion

happens before every UP ation, the distane between the UP's in the seond

bit-slot an not be that high (at most 20 miroseonds).

It is not likely that these kind of errors happen in the atual implementation.

First, it is not likely that two senders do start at suÆiently lose time-points.

Seondly, the timing unertainty is at most 2% instead of 5%, and the \aver-

age" timing unertainty is even less. For more details, see [Gri94℄.

Although this problem was known by Philips it is interesting to see how pow-

erful the diagnosti traes an be. It enables us not only to �nd mistakes in

the model of a protool, but also to �nd design mistakes in real-life protools.

Veri�ation Results

Uppaal suessfully veri�es the orretness properties 1 and 2 for an error

tolerane of 5% on the timing. Reall that SenderA and SenderB are, modulo

renaming, exatly the same, implying that the veri�ed properties for SenderA

also applies to the symmetri ase for SenderB. The veri�ation of Property 1

and 2 was performed in 0.5 se using 2.5 MB of memory.

The analysis of the inorret version of the protool with less ollision de-

tetion (disussed above) uses Uppaal's ability to generate diagnosti traes

whenever an invariant property is not satis�ed by the system. The trae, on-

sisting of 46 transitions, was generated in 0.4 se using 2.5 MB of memory.

Also, veri�ation of Property 1 for the protool with full ollision detetion

and an error tolerane of 6% on all the timing produes an error trae as well.

The senario is similar to the one found by Bossher et.al. in [BPV94℄ for the

one sender protool.
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The properties were veri�ed using Uppaal version 3.2 [LPY97a, BLL

+

98,

ABB

+

01℄ that implements the veri�ation algorithm handling ommitted lo-

ations desribed in Setion 3. It was installed on a Pentium II 375 MHz PC

running Debian Linux 2.2. In the onferene version of this paper [BGK

+

96℄

we reported that the same protool was veri�ed using Uppaal version 0.96

3

installed on a SGI ONYX mahine. The veri�ation of the two orretness

properties then onsumed 7.5 hrs using 527.4 MB and 1.32 hrs using 227.9

MB, whereas a diagnosti trae for the inorret version was generated in 13.0

min using 290.4 MB of memory. Hene, both the time- and spae-onsumption

of the veri�er for this partiular model have been redued with over 99%. These

improvements of the Uppaal veri�er are due to a number of developments in

the last years that will not be disussed further here. It should also be notied

that the older version uses bakwards analysis whereas the newer performs

forwards analysis. For more information he developments of Uppaal we refer

the reader to [LPY97b, BLL

+

98, ABB

+

01℄.

7 Conlusions

In this paper we have presented a ase-study where the veri�ation tool

Uppaal is used to verify an industrial audio-ontrol protool with bus-ollision

handling by Philips. The protool has reeived a lot of attention in the for-

mal methods researh ommunity (see e.g. [BPV94, HWT95, CW96℄) and

simpli�ed versions of the protool without the handling of bus ollisions have

previously been analysed by several researh teams, with and without support

from automati tools.

As veri�ation results we have shown that the protool behaves orretly if the

error on all timing is bound to �5%, and inorretly if the error is �6%. Fur-

thermore, using Uppaal's ability to generate diagnosti traes we have been

able to study error senarios in an inorret version of the protool atually

implemented by Philips.

In this paper we have also introdued the notion of so-alled ommitted lo-

ations whih allows for more aurate modelling of atomi behaviours. More

importantly, it is also utilised to guide the state-spae exploration of the model

heker to avoid exploring unneessary interleavings of independent transi-

tions. Our experimental results demonstrate onsiderable time and spae-

savings of the modi�ed model heking algorithm. In fat, due to the huge

time and memory-requirement, it was impossible to hek ertain properties

of the protool before the introdution of ommitted loations, and now it

3

The two Uppaal versions 0.96 and 2.17 are dated Nov 1995 and Marh 1998

respetively.
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takes only seonds.
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Fig. 7. The Chek Automaton.
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The onstants used in the formulas

q 2220 One quarter of a bit-slot: 222 miro se

d 200 Detetion 'just before' the UP:

20 miro se

g 220 'Around' 25% and 75% of the bit-slot:

22 miro se

w 80000 The radio silene: 8 milli se

t 0.05 The timing unertainty: 5%

The onstants in the automata

W w 80000

D d 200

A1min q-g 2000

A1max q+g 2440

A2min 3*q-g 6440

A2max 3*q+g 6880

Q2 2*q 4440

Q2minD 2*q*(1-t)-d 4018

Q2min 2*q*(1-t) 4218

Q2max 2*q*(1+t) 4662

Q3min 3*q*(1-t) 6327

Q3max 3*q*(1+t) 6993

Q5min 5*q*(1-t) 10545

Q5max 5*q*(1+t) 11655

Q7min 7*q*(1-t) 14763

Q7max 7*q*(1+t) 16317

Q9min 9*q*(1-t) 18981

Q9max 9*q*(1+t) 20979

Table 1

Delaration of Constants.
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Fig. 8. The Reeiver Automaton.
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Fig. 9. The Wire Automaton.
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Fig. 11. The Message Automata.
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Fig. 12. The Inorret SenderA Automaton.
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